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Privacy Policy
Effective Date: September 9, 2025

This Privacy Policy (the “Policy”) explains how and why CaroNova, Inc. (“CaroNova”, “we”, “us”, or “our”),
collects, stores, uses, discloses, shares, or otherwise processes your personal information. This includes
information you provide us through interactions with our website (www.caronova.org) (the “Site”) or through
other interactions with us (collectively, the “Services”).

Except as noted, this Policy is not applicable to information gathered or provided to us pursuant to other
specific agreements.
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Personal Information We Collect

In order to provide our Services, we may process personal information from the categories listed below. Our
listing of these categories does not mean that all categories or the examples listed in each category are
collected from everyone who uses our Services or otherwise interacts with us. We are providing a list here in
the spirit of transparency.

e Personal Identifiers: This may include your name, email address, business mailing address, and
phone number.

e Business/[Employment Information: This may include your business/employer name and business
contact information.

e Internet or other electronic network activity: This may include session information, site navigation
data, referring source data (including referring URLs), browser type, browser identifier, and other similar
information collected via the use of cookies and other similar technologies about how you use the
Services.

e Other miscellaneous information you choose to provide to us: While we do not request or require
that you provide other types of personal information, we are aware that users may include additional
information about themselves when contacting us or otherwise engaging with our Services.

Sources of Personal Information We Collect

We collect the categories of personal information listed above from various sources. This section lists and
describes those sources.

Directly from you. We collect personal information directly from you when you provide it to us, for example,
when you request information or contact us with inquiries through the Services or via email, subscribe to email
updates, or submit content or other material through the Services.


http://www.caronova.org/

<) CaroNova

Indirectly from you. We may automatically collect personal information from you when you visit the Services
through the use of tracking technologies or by other passive means. This “passively collected” information
helps us to improve our offerings and allows us to ensure our Services work as designed and in a way that
meets your expectations. Some examples include:

e Log Information. Through the use of analytics tools, we may automatically record information that your
browser or mobile device transmits when you access our Site. This information may include information
such as your type, browser language, your operating system, your mobile device and mobile operating
system, the name of your internet service provider or your mobile carrier, the date and time of your
request, etc.

e Cookies and Similar Tracking Technologies. When you visit or access our Site, we may utilize cookies
(small text files containing a string of characters sent to your computer) or similar tracking technologies
that uniquely identify your browser to track your activity and hold certain information. Cookies can be
necessary for site navigation and performance or used for advertising. We use the following types of
cookies:

o Necessary Cookies help you access the Site and facilitate features on the Site. For example,
these cookies may be used to assist with Site navigation.

o Functional Cookies support additional functionalities on our Site to provide an even smoother
customer experience.

o Performance Cookies help us to understand the behavior of our visitors. This enables us to
keep improving our Site and Services.

o Advertising/Targeting Cookies enable us to share what you like with our advertisers. For
example, these cookies may facilitate the presentation of relevant advertisements on other sites
or applications.

Most web browsers accept cookies automatically but can be configured not to do so or to notify the
user when a cookie is being sent. If you wish to disable cookies, refer to your browser help menu to
learn how to disable cookies. Please note that disabling all cookies could impact the performance of our
Services.

From third parties. We may collect Personal Information about you from third parties, either at your request or
for our business purposes. These third-party sources vary, but could include the following:

e Donors. Our donors have the option of dedicating their donation to a third-party individual. In these
instances, we collect the honoree’s name.

e Technical Service Partners. We work with a variety of third-party service providers to enhance and
provide our Services. In working with our service providers, we may exchange personal information.

How We Use Personal Information

We process your personal information for a variety of reasons, depending on how you interact with our
Services, including:

To provide our Services to you.

To facilitate use of our community management and engagement platform.
To provide our Advisory Council and Board of Directors portals.

To provide you information about our Services, including newsletters.

To ensure internal quality control and safety.
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e To respond to your requests and inquiries.
e To communicate with you, such as to fulfill a request by you. We use return email addresses to answer
emails or web-based requests that we receive.

We do not share your personal information with outside parties except to the extent necessary to provide
information to you or as otherwise stated in this Privacy Policy.

We may create anonymous data records from personal information by excluding information (such as your
name) that makes the data personally identifiable to you. We use this anonymous data to perform statistical
analyses of users’ aggregate behavior so that we may enhance the content of our Services and improve Site
navigation. We reserve the right to disclose anonymous data to third parties in our discretion. We also may use
this information in the aggregate to analyze site usage.

How We Disclose Personal Information

We may share your data with third-party vendors, service providers, contractors, or agents (“third parties”) who
perform services for us on our behalf and require access to such information to do that work. The categories of
third parties we may share personal information with for this purpose include, but are not limited to, providers
of:

e Data Analytics Services
e Website Hosting Services

We may also disclose or share the information we collect in connection with our Services with the following
recipients and/or under the following circumstances:

e Government and Legal Authorities. We may disclose personal information in response to lawful
requests by governmental and other legal authorities, including requests from national security
agencies, consumer protection agencies, courts, and similar authorities.

e Law Enforcement. Under appropriate circumstances, we may disclose personal information to law
enforcement personnel and certain third parties for use in connection with and in support of law
enforcement activities.

e Business Transfers/ Transactions. In the event of a merger, acquisition, bankruptcy or other sale of
all or a portion of our assets, any user information owned or controlled by us may be one of the assets
transferred to third parties. We reserve the right, as part of this type of transaction, to transfer or assign
your information and other information we have collected from users of the Service to third parties.
Other than to the extent ordered by a bankruptcy or other court, the use and disclosure of all
transferred user information will be subject to this Policy. However, any information you submit or that is
collected after this type of transfer may be subject to a new privacy policy adopted by the successor
entity.

e Safety, Fraud and Government Requests. To the extent permitted by law and in addition to the
disclosures discussed above, we may disclose your personal information to government authorities or
third parties if: (a) we believe in our sole discretion that disclosure is reasonably necessary to protect
against fraud, to protect our property or other rights or those of other users of the Services, third parties
or the public at large; or (b) we believe that you have abused the Services by using them to attack other
systems or to gain unauthorized access to any other system, to engage in spamming, or otherwise to
violate applicable laws or in violation of other terms published by CaroNova. You should be aware that,
following disclosure to any third party, your information may be accessible by others to the extent
permitted or required by applicable law.
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Do-Not-Track Disclosure

Do Not Track (“DNT”) is a privacy preference that users can set in certain web browsers. Please note that we
do not respond to or honor DNT signals or similar mechanisms transmitted by web browsers.

Links to Third Party Sites

Our Site contains links to other websites. Please be aware that we are not responsible for the privacy practices
or content of other websites. If you submit personal information to any of those websites, your information is
governed by their privacy statements. We encourage our users to be aware when they leave our site and to
read the privacy policies of other websites and online services.

Changes to this Privacy Policy

We may update or change our privacy practices and this policy from time to time. If we update the policy, we
will publish the revised policy on this page or as otherwise required by law. The date at the top of this policy
reflects the date of the most recent update. Your continued use of the Services after we make changes is
deemed, to the extent allowed by law, to be acceptance of those changes, so please check the policy
periodically for updates.

Eligible Users

Persons Under 16. CaroNova is committed to protecting the safety and privacy of young people using the
Internet. The Site is not directed at or intended for use by persons under 16 years old. If you are under the age
of 16 you should not be visiting the Site. We do not knowingly collect or retain personal information from
persons under the age of 16. If you are under the age of 16 and are visiting the Site please exit immediately
and do not disclose or provide any information to us. If you are a parent or guardian who thinks your child has
disclosed information to us, please contact us so that we can remove that from our systems.

Users Outside of the United States. We make no claim that the Services are appropriate for all jurisdictions.
Access to the Services may not be legal by certain persons or in certain jurisdictions. You are responsible for
compliance with the laws of your jurisdiction. Please be advised that if you are located in the European Union
or another region of the world that restricts data transfers to the United States, your personal information will
be processed in the United States and may not have the same protection as provided in your jurisdiction.

How to Contact Us

If you have any questions about this policy, please contact us using the information provided below:

Email: communications@caronova.org
Phone: 919-295-2310
Mailing Address: 16 W. Martin Street, Suite 1103, Raleigh, NC 27601
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